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ABSTRACT: The article sheds light on the various types of disinformation which over the years have
proved to become a real obstacle to sound decision making due to the fact it is more and more difficult to tell real
content from fake. Therefore, the article presents definitions and explains clearly terms such as information and
disinformation, misinformation and mal-information. Along with that, it zooms into information content stressing
upon the characteristics in its variety - misleading, imposed, manipulated, and fabricated. Lastly, it also tackles
parody and satire. Concrete examples explaining the differences in the fake information types are given for a
greater clarity and better understanding of the phenomenon under discussion. Much of the overall discourse of
"fake news" carrying false and/or distorted information connects to three concepts: misinformation,
disinformation and malinformation. By misinformation we mean false information that those who spread it
believe to be true. By disinformation we will define false information that those spreading it, know it is false.
While under malinformation we will understand dishonest information that is based on reality, but is used to harm
a person, organization, institution, even a country.
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What is information

The term information usually signifies the act of giving or receiving knowledge, or
intelligence. It could also refer to the knowledge obtained from investigation, study, or instruction. This
is important to discuss as information, in its technical meaning could define physical exchange of data,
measured by bytes, gigabytes, megabytes etc. Whatever, the usage and understanding it is an undeniable
fact that the volume of information exchange increases dramatically on a daily/hourly basis. A research,
conducted in the USA in 2021 shows that an average consumer in the country consumes information
over 11 hours per day. Compared to the data from 2011, this is a 20,2% increase. This incredible
increase of information consumption allows researchers to talk about “information overload”, which
according to them makes people complain of a biased assessment of facts, difficulties in taking
decisions, poorer abilities for critical thinking and lots of stress (Medium, 2018). Which makes us think
that if critical thinking requires an awareness to think in a focused way, the rising piles of information
we acquire impede this skill turning people into mechanized consumers unable to make sound
assessments. COVID pandemic situation facing people with the dilemma to get vaccinated or not could
be given as a good example for that phenomenon as the dissent information on the advantages and
disadvantages on vaccination went along with even greater amount of faker news and disinformation.
This brings about the need of explaining the concept of disinformation and fake news. Information per
se has a continuum character, i.e. on its one end is the idea of truth and validity while mere lie is at its
other end. In its research entitled Data and Society (2017) Caroline Jack defines a few types of untrue
(false) information: misinformation, disinformation and malinformation. While misinformation
signifies wrong information resulting from unintended mistakes done by the author, disinformation is a
consequence of a deliberate wish to deceive/cheat. And the term malnformation explains information
which although based on truth/facts has been dispersed with the initial idea to harm (Wardle and
Deraksham, 2017).

In an attempt to find solutions to the problems that somehow distorted information creates, we should
approach the topic very carefully. In our opinion, here it is necessary to think in at least two different
directions.
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First, for the people who create this type of content; for the reasons that motivate them to use such a
means; for the different types of content they produce; about the ways in which the content they create
reaches the audience.

Second, about the audience's motivations for re-sharing similar content.

In this way, we will probably be able to better clarify both the terminology itself and the problems
related to the forms and manifestations of disinformation and the consequent information disorder it
brings about.

Much of the overall discourse of "fake news" carrying false and/or distorted information connects to
three concepts: misinformation, disinformation and malinformation. By misinformation we mean false
information that those who spread it believe to be true. By disinformation we will define false
information that those spreading it, know it is false.

While under malinformation we will understand dishonest information that is based on reality, but is
used to harm a person, organization, institution, even a country.

Regardless of the differences that the terms proposed above carry, they all refer to harmful
consequences for the overall communication environment in which informational messages are
exchanged. However, these differences are significant because the reasons for creation, the distribution
techniques and the protection mechanisms can be different.

DIISINFORMATION

FALSE CONTENT

FALSE MISINFORMATION

MANIPULATION
FAKE LINKS
INTENTION TO HARM

MALINFORMATION

FIG. 1 INFORMATION DISORDERS

» An example of disinformation. Among the many cases related to the 2016 French presidential election
campaign is the publication in  the Belgian  newspaper Le  Soir  (see
https://crosscheck.firstdraftnews.org/checked-french/macrons-campaign-french-presidency-financed -
saudi-arabia/) of a fake article claiming that French presidential candidate Emmanuel Macron was
financed by Saudi Arabia.

Along with that, documents were circulating on social media containing the false claim that Macron
has opened an off-shore bank account in the Bahamas (see Did Emmanuel Macron Open an Offshore
Account? CrossCheck, available at https://crosscheck.firstdraftnews .org/ checked-french/ emmanuel-
macron-open-offshore-account). This disinformation was spread through a series of Twitter messages,
in which connected networks of individuals simultaneously received "tweets" with identical hashtags
and messages and spread rumors about the candidate's personal life.

» An example of misinformation. The terrorist attack on the Champs-Elysees in Paris on 20 April 2017
generated a large volume of misinformation (see the article Did London Muslims 'celebrate’ a terrorist
attack on the Champs-Elysees?, https://crosscheck. firstdraftnews.com/checked -french/london-
muslims-celebrate-terrorist-attack-champs-elysees), in which social media participants unwittingly
published a number of rumors, including news of the killing of a second police officer during the
incident. Those who shared this content were not driven by motives to cause harm. However, feeling in
danger and believing rumors (something not unusual in such a crisis situation), they tried to be helpful
by protecting other people, but without adequately verifying the information they shared.
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« An example of malinformation: Such a situation was observed when the contents of Emmanuel
Macron's emails were leaked to the press just before the second round of the elections on May 7, 2017.
The release into the public domain of dishonestly obtained personal information
(http://fen.m.wikipedia.org./ wikilLeaks) was clearly being done with the aim of causing maximum
damage to Macron's campaign.

The described categories of disinformation, misinformation and malinformation should be
distinguished from genuine news stories based on facts.

The problem is that the facts in the information (the real news) are present in the form of a narrative - a
concept also used in fake news. So, referring to facts that are circumstantial or taken out of context,
may often result into the creation and dissemination of 'fake' news. This is one of the reasons why the
constant checking of facts should be accompanied by a study of the structures of the context in which
non-facts can be brought to serve some purposes.

A better understanding of this entire discourse requires some additional explanation about truth, half-
truth and post-truth. Truth or verity is the property of being in accord with facts or reality. In everyday
language, truth is typically ascribed to things that aim to represent reality or otherwise correspond to it,
such as beliefs, propositions, and declarative sentences. Truth is usually held to be the opposite of false
statement. Half-truth is a statement that is only partially true, a statement that mingles truth and
falsehood with deliberate intent to deceive. Lastly, post-truth defines a situation in which people seem
more likely to accept an argument based on their emotions and beliefs rather than on facts. The media
environment has for a long time faced us with a situation of a continuous fight between truth, half-truth,
and fake/false. This is especially valid for the last two decades when social media seems to strongly
dominate over traditional media. And this situation brings about a growing need of media literacy
development as a tool enabling people to better orient in this mess (see How To teach Media Literacy).
Due to mainly technological changes today’s media have undergone tremendous transformation,
altering to a large extend their business models, which on its turn has shifted their mission “to truthfully
inform about and safe-guard public opinion” to massively offer clickbait headlines thus deviating
substantially from seeking and telling the truth.

Such a discourse automatically brings us to the debate on science and pseudo-science, as in our
understanding the parallel is quite evident. Science may be defined as the knowledge resulting from the
careful study of the structure and behavior of the physical world, especially by watching, measuring
and experimenting, by development of theories describing the factual-based consequences. To put
shortly, science indicates the facts and the opinions provided by scientists who have studied a particular
subject and/or situation. To this we may also add that science would not indicate a final state of certainty
but more or less a way approaching the truth. Hence, science is the best way, familiar to mankind which
brings about understanding of the world. Pseudo-science on its turn is not scientific but rather is part of
a non-scientific doctrine which proponents try to present as scientific. In a nutshell, pseudo-science is
a sum total of statements, beliefs, and practices, wrongfully accepted as based on scientific methods.
The global tendency of declining factual-based journalism and its replacement with infotainment media
in general found it difficult to understand properly and combat effectively the very nature of pseudo-
science. Pseudo-science is not only harmful due to its incorrect content. A bigger problem is the fact
that it is practiced without clear rules and norms, and it is difficult to reject it as its representatives and
consumers hardly react to any criticism, thus making it a strong weapon usually used by crooks,
inluencers, indoctrinated leaders and politicians. Moreover, its populist character, often contrasting to
the need of a systematic critical thinking which science requires, makes it so attractive. From such a
perspective it is important to mention the dynamics of relationship between social media and science.
A telling example is the COVID pandemic period when networks such as FB, TikTok, etc. actively
disseminated pseudo-scientific facts(oids) related to the harmful effects of the vaccines, which were
eagerly shared by millions of users.

And here it seems useful to say a few words about conspiracy theories. Lots of people have encountered
information saying that “World pharmaceutical companies all over the world have united in their last
for money and buy scientists and politicians to legalize and approve different medicines harmful for
human health”, or that “Governments massively use smartphones to illegally acquire personal
information”. Similar examples have brought about a particular cultural mainstream, which the media
successfully disseminates to influence less educated people, or such who posses a higher degree of
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suspicion. Which allows us to define conspiracy theory as something which explains an event or set of
circumstances as a result of a secret plot by carried out usually complotting powerful agents. Given that,
we may also say that the elements which characterize any conspiracy theory include secret domination,
hidden agenda, personalization of guilt, a friend-enemy relationship, violence, explainable irrationality
and determinism. As main reasons for conspiracy theories huge success we may list the broadly-shared
belief that we are capable of completely managing our lives, along with the power of the media and its
influence on people. And it is science in general, and media literacy in particular which can be
considered as the most effective tool against those theories.

However, any discussion about false information could not miss a mention of fake news. Various
definitions can be offered among which we would the one suggested by Barclay (2018: 30). According
to him any information could be considered fake news if it has been created with the intent to be
presented as real whilst in fact, it is not. There are different types of fake news such as:

-Misleading content

Such content is present when the information offered selectively uses photos, quotes or statistics outside
of their actual context of creation. Visualizations are particularly powerful tools for spreading
misleading information because human consciousness is more strongly influenced by the presence of
visualization

-Wrong association

When titles, visuals, or captions don't match the content, the result is usually a false association. With
increasing competition for audience attention, editors are increasingly offering headlines that attract
headline/link "clicks™ or "likes" from people who haven't read the content. This often happens when
visuals or captions are used, especially on Facebook sites, which give a certain impression without
being supported by the text.

- Imposed content

Sometimes problems arise due to the fact that journalists link to articles they did not write, or use videos
with logos/symbols of organizations that are not actually involved in the story being presented. A good
example illustrating such a situation is a commercial advertisement broadcast on one of the national
private television stations in Bulgaria with a picture of a mountain-logo of a beer brand using a picture
of another mountain. The positive thing about this example is that the case prompted the almost
immediate intervention of the "Masters of the Air" program and the expansion and spread of the fallacy
was stopped.

- Manipulated content

This occurs when the real content is deliberately manipulated in order to mislead the audience. Photos
of politicians/celebrities etc. taken in the company of "dubious businessmen™ easily give the impression
(and attitude) of a close relationship between them. Usually, such pictures are accompanied by an
"appropriate” comment, which leads to a successful manipulation affecting both the attitude and the
behavior of the audience.

- Fabricated content

This type of content, usually in the form of text, is entirely linked to fabricated "news sites" offering
news targeting disadvantaged groups in order to spread false information. A great example is WTOES
News, a self-proclaimed fantasy news site that published an article about how the Pope personally
endorsed Donald Trump for President (see Trump TrollsTell Hillary Clinton Supporters They Can Vote
Via Text. Elite Daily, available at https://www.elitedaily.com/news/politics/trump-trolls-hillary-voting-
text-message/1680338).

Satire and parody

The inclusion of satire in the disinformation and misinformation typology is only at first glance
surprising. Although as literary forms they are usually seen as an art form, in today's world where people
increasingly receive information through social channels, it is not uncommon to get confused as to
which site is serious and which is satirical.
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To conclude the discussion, we may say that the false information in its different forms and types is a
static entity, it is constantly developing, adapting and changing. Therefore, today, more than ever so far
it is necessary to understand its genesis, true nature, reasons for popularity and ways to effectively
counter and manage. And media literacy provides us with the best tools to do so.
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